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PROOF - OF - WORK FOR SMART configurations . Thus , the following detailed description of 
CONTRACTS ON A BLOCKCHAIN the embodiments of at least one of a method , apparatus , and 

system , as represented in the attached figures , is not intended 
TECHNICAL FIELD to limit the scope of the application as claimed , but is merely 

representative of selected embodiments . 
This application relates to using proof - of - work opera The instant features , structures , or characteristics as 

tions , and more particularly , to using values to determine a described throughout this specification may be combined in 
proof - of - work scheme . any suitable manner in one or more embodiments . For 

example , the usage of the phrases “ example embodiments ” , 
BACKGROUND 10 " some embodiments ” , or other similar language , throughout 

this specification refers to the fact that a particular feature , 
In a blockchain configuration , a large amount of infor structure , or characteristic described in connection with the 

mation is related to financial transactions . As the popularity embodiment may be included in at least one embodiment . 
of the blockchain configuration continues to increase so does Thus , appearances of the phrases “ example embodiments ” , 
the desire to implement additional functions on the block - 15 “ in some embodiments ” , “ in other embodiments ” , or other 
chain . For example , when determining information on the similar language , throughout this specification do not nec 
blockchain for smart contracts , the values used to calculate essarily all refer to the same group of embodiments , and the 
the information may be derived based on a particular ran described features , structures , or characteristics may be 
dom set of values . However , it may be optimal to use values combined in any suitable manner in one or more embodi 
which are based on other known sources of information . 20 ments . 

In addition , while the term " message ” may have been 
SUMMARY used in the description of embodiments , the application may 

be applied to many types of network data , such as , packet , 
One example embodiment may include a method that frame , datagram , etc . The term “ message ” also includes 

includes one or more of determining a proof - of - work via a 25 packet , frame , datagram , and any equivalents thereof . Fur 
device , using a predefined set of nonce values when deter - thermore , while certain types of messages and signaling may 
mining the proof - of - work , storing the proof - of - work on a be depicted in exemplary embodiments they are not limited 
blockchain , and broadcasting the proof - of - work as a broad to a certain type of message , and the application is not 
cast message limited to a certain type of signaling 

Another example embodiment may include an apparatus 30 Example embodiments provide an application and / or soft 
that includes one or more of a processor configured to ware procedure , configured to be executed by a processor , 
determine a proof - of - work via a device , use a predefined set which provides an enhanced Proof - of - Work ( POW ) scheme 
of nonce values when the proof - of - work is determined , store for smart contracts . A PoW includes data that is generated 
the proof - of - work on a blockchain , and a transmitter con based on requirements of a blockchain . Generating a PoW is 
figured to broadcast the proof - of - work as a broadcast mes - 35 often measured in terms of the amount of computing 
sage . resources required to perform the PoW . Producing a PoW 

Yet another example embodiment may include a non can be a random process with low probability so that a 
transitory computer readable medium configured to store certain amount of trial and error can be needed before a valid 
instructions that when executed causes a processor to per PoW is generated . The PoW is based on blockchain trans 
form one or more of determining a proof - of - work via a 40 action data that is modified into a valid hash . Adding integer 
device , using a predefined set of nonce values when deter value data to the end of the hash is referred to as a ' nonce ' . 
mining the proof - of - work , storing the proof - of - work on a In one example , the smart contracts may be created in an 
blockchain , and broadcasting the proof - of - work as a broad Internet of Things ( IoT ) network with IoT compatible 
cast message . devices . In general , any IoT device while computing a 

45 proof - of - work is conventionally restricted to use only a 
BRIEF DESCRIPTION OF THE DRAWINGS specific set of values for a nonce . In cryptography , a nonce 

is an arbitrary number that may only be used once and is 
FIG . 1 illustrates a logic diagram of determining a proof often a random or pseudo - random number . A set of values 

of - work for a device using a specified nonce according to could be derived from other known attributes in the block 
example embodiments . 50 chain . For example , values may be derived from “ eligible 

FIG . 2 illustrates a system signaling diagram of a block - measurement blocks ” ( EMB ) which are a subset of mea 
chain proof - of - work procedure according to example surement blocks associated with an IoT device . The subset 
embodiments . of EMBs can be selected based on various criteria . In one 

FIG . 3A illustrates a flow diagram of an example method embodiment , the derivations of a nonce are based on pre 
of verification and content exchange according to example 55 defined “ data to nonce transformations ” ( D2N transforma 
embodiments . tions ) on specific predefined " data fields ” in the EMBs . 

FIG . 3B illustrates another flow diagram of another When broadcasting the PoW , the IoT device will identify the 
example method of operation according to example embodi “ nonce reference block ” ( NRB ) from which the nonce was 
ments . derived . The IoT network verifies that the NRB is a member 

FIG . 4 illustrates an example network entity configured to 60 of the EMBs of that IoT device . The EMBs , data fields , and 
support one or more of the example embodiments . the data to nonce transformations are defined such that 

across IoT devices on a network , the size of a valid set of 
DETAILED DESCRIPTION nonce values is approximately the same . In this example , the 

complexity of constructing a PoW can be adjusted dynami 
It will be readily understood that the instant components , 65 cally , such that there is no incentive for any IoT device to use 

as generally described and illustrated in the figures herein , computing power beyond a determined threshold to increase 
may be arranged and designed in a wide variety of different its chances of a successful completion of a PoW . 
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IoT networks implement smart contracts , such as peer to the IoT device has to identify the “ nonce reference block ” 
peer ( P2P ) energy networks , logistic networks , crowd ( NRB ) from which the nonce was derived . The IoT network 
sourced weather networks , and the like . Most IoT devices verifies that the NRB is a member of EMBs of that IoT . The 
are constrained in the amount of energy they can consume . EMBs , data fields , and the data to nonce transformations are 
To enable such low - power devices to compute proof - of - 5 defined such that , across IoT devices , the size of a valid set 
work for smart contracts , the complexity of a crypto - effort of a nonce is approximately the same . The complexity of the 
or crypto - puzzle should be reduced . However , reduction in constructing proof of work can be adjusted , such that there 
the complexity of the crypto - puzzle can enable malicious is no incentive for any IoT device to use computing power 
participants to manipulate the smart contracts . Modifying beyond a predetermined threshold , to increase its chances of 
the conventional proof - of - work scheme to avoid such 10 successful completion of proof - of - work . 
manipulation in IoT networks may include various opera - The IoT devices may be smart meters located throughout 
tions to reduce the complexity of solving a crypto - puzzle . In an energy network , RFID readers on logistics networks , 
one embodiment , the scheme does not depend on the nature weather sensors in crowd - sourced weather monitoring net 
of smart contracts or modifying the smart contract contents . works , etc . The data fields in the measurements blocks may 

Enhancing the computational capacity of IoT devices 15 be energy , voltage , current readings , products codes , tem 
should not increase the chances of a successful completion perature , wind speed , irradiance , etc . The EMBs may be the 
of a proof - of - work with respect to other IoT devices . The latest measurement block of an IoT device and / or measure 
scheme should provide equal chances of successful comple ment blocks within a period of time T ( i . e . , 24 hours ) . The 
tion of proof - of - work to all IoT devices in the network . In D2N may include a last number of bits of the data or a hash 
general , IoT devices measure network data that is relevant to 20 of the data . 
settling smart contracts ( e . g . , energy measurements in P2P FIG . 1 illustrates a logic diagram 100 of determining a 
energy networks based on a period of time , such as minutes proof - of - work for a device using a specified nonce accord 
or hours ) . To enforce smart contracts on the blockchain , the ing to example embodiments . Referring to FIG . 1 , the 
data is logged on the blockchain as part of a unit of measure , example includes various blocks including measurement 
such as one or more measurement blocks . Each IoT device 25 blocks ( MBs ) 122 and 126 - 138 which are stored on the 
generates a series of such measurement blocks over time . As blockchain along with a contract block 124 . A most recent 
a result , this data is publicly accessible , trusted , and uniquely block is block 138 . In this example , two different IoT 
associated with measuring an IoT device . For an IoT device , devices have been computing blocks , IoT ID1 122 and IoT 
the series of data can exhibit variability over time ( e . g . , ID2 126 . Assuming IoT device ID1 wants to compute a 
changing energy consumption in P2P energy networks , 30 proof - of - work for a next block ( not shown ) , the eligible 
product codes in logistics network , etc . ) . Variability of the measurement blocks ( EMBs ) used in this example are 134 
data is also exhibited across all IoT devices . In typical smart and 138 based on a time constraint or time variable which 
contracts , IoT devices can use any randomly generated dictated the requirement to use those blocks ( i . e . , blocks 
nonce to compute a proof - of - work . However , according to from last N number of hours as eligible blocks ) . In this 
example embodiments , the IoT devices are restricted to use 35 example , the D2N transformation includes 4 least significant 
certain known values as the nonce for hash completion and bits ( LSBs ) based on the allowed data 6757 and 1654 
PoW determinations . The values are the result of D2N derived from the EMBs . The bits are 0101 and 0110 and the 
transformations on a specific data field in EMBs of a ID1 IoT device will attempt to solve the ' crypto - puzzle ' 
particular IoT device . ( POW ) with the above selected nonce values of the EMBs . 

To establish a consensus on validity , while submitting a 40 If the ID1 device succeeds with nonce 0101 , the nonce 
proof - of - work , the IoT device provides a NRB as part of a reference block ( NRB ) = MB - ID3 IoT ID1 134 . The opera 
new block . The eligibility of a NRB is verified by other tions are outlined in the flow diagram of operations 142 
devices in the network , in addition to verifying a correctness through 148 which are associated with certain MBs . For 
of a transaction as performed in existing protocols . As a example , using the hash of the previous block MB ID4 IoT 
number of IoT devices in the network becomes larger and 45 ID1 in operation 142 , determining the hash 144 of the 
the rate of new measurements is high , there will be enough current block which is contract ID2 152 , and using the nonce 
data points to act as nonces across the network for any new of 0101 from MB - ID3 IoT ID1 146 , the hash will be based 
block . For instance , if the number of IoT devices = 1 , 000 , 000 , on that block 134 as the nonce reference block ( NRB ) 148 . 
and a rate of measurements = hourly , then the EMBs = last 24 FIG . 2 illustrates a system signaling diagram of a block 
hours of the overall measurement block ( MBs ) yields a total 50 chain proof - of - work procedure according to example 
number of nonce choices = 24 million . The D2N transforma - embodiments . Referring to FIG . 2 , the diagram 200 includes 
tions are such that the derived nonces are uncorrelated . IoT a IoT device 210 as one of many devices which may be 
device computational power / capacity is capable of checking operating on the network . The server 220 represents a 
the crypto - puzzle with a limited set of nonce values within facilitator of the blockchain data or the blockchain network . 
the time interval taken by the network on average to insert 55 The block data 230 may be stored separately , locally as part 
a new block . Since , for a particular IoT device , the number of a memory of the server 220 and / or the IoT device 210 . In 
of options for a nonce is limited ( e . g . , 24 million ) , increasing operation , when an IoT device is attempting to initiate a 
the computation power will not increase the chances of proof - of - work determination 212 , the nonce value 214 that 
successful computation of proof - of - work . will be used is successfully identified , retrieved and pro 
Any IoT device while computing a proof - of - work is 60 vided from the block data of the EMBs . The block data must 

restricted to use only a specific set of values for a nonce . The be examined to identify eligible data blocks 216 from which 
set of values are derived from " eligible measurement to select the nonce values 218 . The nonce values are 
blocks ” ( EMB ) which are subset of the measurement blocks provided 222 to the IoT device so the proof - of - work can be 
associated with the IoT device . The derivations of nonce are determined or calculated 224 . The completed proof - of - work 
based on predefined “ data to nonce transformations ” ( D2N 65 can then be broadcasted 226 to the blockchain 220 which 
transformations ) performed on specific predefined “ data verifies 228 the nonce reference block associated with the 
fields ” in the EMBs . When broadcasting the proof - of - work , nonce is actually part of an eligible block ( i . e . , 24 hour time 
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window , etc . ) , and that the eligible block belongs to the IoT may have a number of possible values for a nonce , such as 
device calculating the nonce . Once the determination is 24 , which helps in restricting the amount of computational 
made , the proof - of - work is logged 232 for future reference power that each device needs to compute the PoW . However , 
as part of the blockchain . at an aggregate network level , assuming 1 million IoT 

FIG . 3A illustrates a flow diagram 300 of an example 5 devices are operating , the total set of choices for the nonce 
method of verification and content exchange according to is 24 million . 
example embodiments . Referring to FIG . 3A , one example In one embodiment , all computations and storage occur 
method of operation may include one or more of determin - on the IoT devices , and thus each IoT device maintains a 
ing a proof - of - work via a device 312 using a predefined set record of the distributed ledger and has computational power 
of nonce values when determining the proof - of - work 314 , 10 to derive the nonce values . IoT devices add NRB ID data to 
and storing the proof - of - work on a blockchain 316 . The the block that is being added to the blockchain . Verification 
proof - of - work may also be broadcast as a broadcast message of the NRB can involve a number of operations , such as two 
318 . The device may be an Internet of Things ( IoT ) com - operations , including the device that submitted the block 
patible device . The method may also include retrieving the actually owning the NRB and a nonce value being derived 
predefined set of nonce values from eligible measurement 15 from the NRB as a valid proof of work . In the example of 
blocks ( EMBs ) associated with the device , determining the FIG . 1 , the ID IoT device 122 attempts to compute a PoW , 
predefined set of nonce values from predefined data fields of and it is assumed that ID3 134 and ID4 138 are EMBs based 
the EMBs , and the broadcast message may include a nonce on the time constraint requirement ( i . e . , last 24 hours , etc . ) . 
reference block ( NRB ) used to derive the nonce values . The MB - ID3 134 and MB - ID4 138 are the EMBs based on a 
method may further include verifying the NRB is part of the 20 recent time frame requirement and MB - ID1 and MB - ID 2 do 
EMBs for the device . The proof - of - work may be stored in a not qualify in this example . 
smart contract of a blockchain . Payment contract ID2 152 represents a new transaction 

FIG . 3B illustrates a flow diagram 350 of an example which needs to be added to the blockchain . In one example , 
method of verification and content exchange according to D2N transformation : 4 LSBs : 0101 , 0110 , includes two 
example embodiments . Referring to FIG . 3B , another 25 values which represent two possible values for a nonce . 
example method of operation may include one or more of Only one ( 0101 ) qualifies to become a nonce as it solves the 
incrementing a predefined set of nonce values 352 , deter - crypto - puzzle PoW that must be satisfied . Within a given 
mining the proof - of - work using the incremented predefined time window , only a fraction of nodes will be able to solve 
set of nonce values 354 , storing the proof - of - work on a the puzzle . A set of ' early ' puzzle solvers is not known and 
blockchain 356 , and broadcasting the proof - of - work as a 30 changes from one PoW to the next PoW , and hence acquir 
broadcast message 358 . In this example , incrementing the ing a smaller group does not affect correctness . To control 
nonce values may include a pre - screening to identify valid - the puzzle complexity in comparison with a network delay , 
ity based on a key block , if the validity is uncertain , the puzzle complexity can be changed by adjusting a nonce 
nonce is incremented and updates are broadcasted to other requirement . In addition , the size of the EMBs can change 
peer nodes in the network . The increment may include a 35 as well as the variations of the D2N . For large networks with 
predefined increment value which is known to and / or used large communication delays , the complexity could be set 
by privileged parties . such that nodes might wait for significantly different incom 

A Proof - of - Work ( PoW ) definition in this example can ing EMBs to solve the puzzle . This will ensure enough time 
apply to blockchain configurations , such ones where a miner will be taken to solve the puzzle in comparison with network 
is calculating a hash . In one embodiment , customized nonce 40 delay and reduce the branching of the blockchain . 
values are used in calculating this hash and a typical miner T he above embodiments may be implemented in hard 
computation is avoided due to the customized nonce values . ware , in a computer program executed by a processor , in 
A valid set of EMBs may be used by applying a D2N firmware , or in a combination of the above . A computer 
transformation on the data , and a set of possible nonce program may be embodied on a computer readable medium , 
values are then generated . The valid nonce for a PoW 45 such as a storage medium . For example , a computer program 
belongs to a subset for that instance . The EMBs are mea - may reside in random access memory ( “ RAM ” ) , flash 
surement blocks that satisfy given criteria , such as what is memory , read - only memory ( “ ROM " ) , erasable program 
generated in a period of time and which are agreed to by mable read - only memory ( “ EPROM ” ) , electrically erasable 
network participants . EMBs are similar to a blockchain programmable read - only memory ( “ EEPROM ” ) , registers , 
block that has been completed but record measurement data 50 hard disk , a removable disk , a compact disk read - only 
from IOT devices . These blocks qualify to become EMBs memory ( “ CD - ROM ” ) , or any other form of storage 
based on the selection criteria . Among the EMBs , the one medium known in the art . 
which provides a valid nonce value becomes the NRB . An exemplary storage medium may be coupled to the 
Nonce values are derived by applying D2N transformations processor such that the processor may read information 
on the data fields of the NRB . Any data fields of an EMB 55 from , and write information to , the storage medium . In the 
which are compatible for D2N transformation can be used . alternative , the storage medium may be integral to the 

Another example includes EMBs that are among the last processor . The processor and the storage medium may reside 
number of blocks as opposed to just the last blocks in a in an application specific integrated circuit ( “ ASIC ” ) . In the 
certain time frame . The D2N transformation takes the data alternative , the processor and the storage medium may 
stored in the EMBs and transforms it into possible nonce 60 reside as discrete components . For example , FIG . 4 illus 
values . Depending on the domain , suitable transformation trates an example network element 400 , which may repre 
functions are defined to convert the measurement data to a sent or be integrated in any of the above - described compo 
short set of bits . For example , the last ‘ K ' bits of the data nents , etc . 
may include eligibility criteria for EMBs . The data fields As illustrated in FIG . 4 , a memory 410 and a processor 
used for D2N transformations and D2N transformation 65 420 may be discrete components of a network entity 400 that 
functions can be defined based on the domain and can be are used to execute an application or set of operations as 
agreed upon by the network participants . Each IoT device described herein . The application may be coded in software 
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in a computer language understood by the processor 420 , identified module need not be physically located together , 
and stored in a computer readable medium , such as , a but may comprise disparate instructions stored in different 
memory 410 . The computer readable medium may be a locations which , when joined logically together , comprise 
non - transitory computer readable medium that includes tan the module and achieve the stated purpose for the module . 
gible hardware components , such as memory , that can store 5 Further , modules may be stored on a computer - readable 
software . Furthermore , a software module 430 may be medium , which may be , for instance , a hard disk drive , flash 
another discrete entity that is part of the network entity 400 , device , random access memory ( RAM ) , tape , or any other 
and which contains software instructions that may be 
executed by the processor 420 to effectuate one or more of Indeed , a module of executable code could be a single 
the functions described herein . In addition to the above 10 instruction , or many instructions , and may even be distrib 
noted components of the network entity 400 , the network uted over several different code segments , among different 
entity 400 may also have a transmitter and receiver pair programs , and across several memory devices . Similarly , 
configured to receive and transmit communication signals operational data may be identified and illustrated herein 
( not shown ) . within modules , and may be embodied in any suitable form 

Although an exemplary embodiment of at least one of a 15 and organized within any suitable type of data structure . The 
system , method , and non - transitory computer readable operational data may be collected as a single data set , or may 
medium has been illustrated in the accompanied drawings be distributed over different locations including over differ 
and described in the foregoing detailed description , it will be ent storage devices , and may exist , at least partially , merely 
understood that the application is not limited to the embodi - as electronic signals on a system or network . 
ments disclosed , but is capable of numerous rearrangements , 20 It will be readily understood that the components of the 
modifications , and substitutions as set forth and defined by application , as generally described and illustrated in the 
the following claims . For example , the capabilities of the figures herein , may be arranged and designed in a wide 
system of the various figures can be performed by one or variety of different configurations . Thus , the detailed 
more of the modules or components described herein or in description of the embodiments is not intended to limit the 
a distributed architecture and may include a transmitter , 25 scope of the application as claimed , but is merely represen 
receiver or pair of both . For example , all or part of the tative of selected embodiments of the application . 
functionality performed by the individual modules , may be One having ordinary skill in the art will readily under 
performed by one or more of these modules . Further , the stand that the above may be practiced with steps in a 
functionality described herein may be performed at various different order , and / or with hardware elements in configu 
times and in relation to various events , internal or external 30 rations that are different than those which are disclosed . 
to the modules or components . Also , the information sent Therefore , although the application has been described 
between various modules can be sent between the modules based upon these preferred embodiments , it would be appar 
via at least one of : a data network , the Internet , a voice ent to those of skill in the art that certain modifications , 
network , an Internet Protocol network , a wireless device , a variations , and alternative constructions would be apparent . 
wired device and / or via plurality of protocols . Also , the 35 While preferred embodiments of the present application 
messages sent or received by any of the modules may be sent have been described , it is to be understood that the embodi 
or received directly and / or via one or more of the other ments described are illustrative only and the scope of the 
modules . application is to be defined solely by the appended claims 

One skilled in the art will appreciate that a “ system ” could when considered with a full range of equivalents and modi 
be embodied as a personal computer , a server , a console , a 40 fications ( e . g . , protocols , hardware devices , software plat 
personal digital assistant ( PDA ) , a cell phone , a tablet forms etc . ) thereto . 
computing device , a smartphone or any other suitable com What is claimed is : 
puting device , or combination of devices . Presenting the 1 . A method , comprising : 
above - described functions as being performed by a “ system ” retrieving , via a device , a predefined set of nonce values 
is not intended to limit the scope of the present application 45 that are derived based on predefined data to nonce 
in any way , but is intended to provide one example of many transformations , obtained over a predefined period of 
embodiments . Indeed , methods , systems and apparatuses time , on predefined data fields of eligible measurement 
disclosed herein may be implemented in localized and blocks ( EMBs ) that are subset of measurement blocks 
distributed forms consistent with computing technology . associated with the device on a blockchain ; 

It should be noted that some of the system features 50 calculating , via the device , a proof - of - work using the 
described in this specification have been presented as mod predefined set of nonce values ; 
ules , in order to more particularly emphasize their imple storing , via the device , the proof - of - work on the block 
mentation independence . For example , a module may be chain ; and 
implemented as a hardware circuit comprising custom very broadcasting , via the device , and to the blockchain , the 
large scale integration ( VLSI ) circuits or gate arrays , off - 55 proof - of - work as a broadcast message . 
the - shelf semiconductors such as logic chips , transistors , or 2 . The method of claim 1 , wherein the device is an 
other discrete components . A module may also be imple - Internet of Things ( IoT ) compatible device . 
mented in programmable hardware devices such as field 3 . The method of claim 1 , further comprising : 
programmable gate arrays , programmable array logic , pro determining the predefined set of nonce values from 
grammable logic devices , graphics processing units , or the 60 predefined data fields of the EMBs . 
like . 4 . The method of claim 1 , wherein the broadcast message 

A module may also be at least partially implemented in comprises : 
software for execution by various types of processors . An a nonce reference block ( NRB ) used to derive the nonce 
identified unit of executable code may , for instance , com values , wherein the NRB references one or more of the 
prise one or more physical or logical blocks of computer 65 EMBs used to obtain the nonce values . 
instructions that may , for instance , be organized as an object , 5 . The method of claim 4 , further comprising : 
procedure , or function . Nevertheless , the executables of an verifying that the NRB is part of the EMBs for the device . 
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6 . The method of claim 1 , wherein the proof - of - work is retrieving , via a device , a predefined set of nonce values 
stored in a smart contract . that are derived based on predefined data to nonce 

7 . An apparatus , comprising : transformations , obtained over a predefined period of a processor configured to : time , on predefined data fields of eligible measurement retrieve a predefined set of nonce values that are 5 blocks ( EMBs ) that are subset of measurement blocks derived based on predefined data to nonce transfor associated with the device on a blockchain ; mations , obtained over a predefined period of time , 
on predefined data fields of eligible measurement calculating , via the device , a proof - of - work using the 
blocks ( EMBs ) that are subset of measurement predefined set of nonce values ; 
blocks associated with the device on a blockchain ; storing the proof - of - work on a blockchain ; and 

determine a proof - of - work using the predefined set of broadcasting the proof - of - work as a broadcast message to 
nonce values ; the blockchain . 

store the proof - of - work on a blockchain ; and 14 . The non - transitory computer readable medium of 
cause the proof - of - work to be broadcast , as a broadcast claim 13 , wherein the device is an Internet of Things ( IoT ) 
message , to the blockchain . e compatible device . 8 . The apparatus of claim 7 , wherein the device is an 15 15 . The non - transitory computer readable medium of Internet of Things ( IoT ) compatible device . 

9 . The apparatus of claim 7 , wherein the processor is claim 13 , further configured to store at least one instruction 
further configured to : that when executed by the processor causes the processor to 

determine the predefined set of nonce values from pre perform : 
defined data fields of the EMBs . 20 determining the predefined set of nonce values from 

10 . The apparatus of claim 7 , wherein the broadcast odrast predefined data fields of the EMBs . 
16 . The non - transitory computer readable medium of message comprises : 

a nonce reference block ( NRB ) used to derive the nonce claim 13 , wherein the broadcast message comprises : 

values , wherein the NRB references one or more of the a nonce reference block ( NRB ) used to derive the nonce 

EMBs used to obtain the nonce values . values , wherein the NRB references one or more of the 
11 . The apparatus of claim 10 , wherein the processor is EMBs used to obtain the nonce values . 

further configured to : 17 . The non - transitory computer readable medium of 
verify that the NRB is part of the EMBs for the device . claim 16 , further configured to store at least one instruction 
12 . The apparatus of claim 7 , wherein the proof - of - work that when executed by the processor causes the processor to 

is stored in a smart contract . 30 perform : 
13 . A non - transitory computer readable medium config verifying that the NRB is part of the EMBs for the device , 

ured to store at least one instruction that when executed by and wherein the proof - of - work is stored in a smart 
contract . a processor of a device implementing a blockchain causes 

the processor to perform : 

25 


